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* Singapore - High Policy capacity but societal blind spots regarding foreign workers negatively affected the
national-level COVID-19 response.

* South Korea - Organizational learning from recent past experiences with similar events such as SARS-CoV-1,
H1N1 and MERS led to effective anti-COVID-19 measures.

 Hong Kong - Social values, community resilience and experience with similar diseases and other crises led to an
effective response.

* |Israel - The COVID-19 response was colored by local politics and a history of deliberate over-reactions to
threats for electoral and other purposes.

* Italy - Existing poor policy design and institutional arrangements favoring discord along with no recent relevant
experience with similar diseases

* Sweden - Social values and governments favoring nudging combined with health decentralization undermined
co-ordinated national action and led to a more ‘laissez-faire’ approach to pandemic management.

* Canada - Well-functioning federalism and lesson-drawing from SARS-CoV-1 and H1N1 but with a serious blind
spot towards vulnerable senior populations in long-term care facilities led to a less than satisfactory response.

 USA - The vagaries of federalism led to disjointed responses across the nation and ineffective responses to the
pandemic.

Capano, Howlett, Jarvis, Ramesh, and Goyal (2020)
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* Not well prepared to deal with the virus when it first appeared.

* Had enough recent experience with similar diseases such as SARS-CoV-1
and H1N1 to realize the danger it faced.

* As the first country stricken by the COVID-19 pandemic, its policy
response featured chaos at the start and effectiveness in the end.

* The pandemic was an exogenous shock which overcame the normal
policy logic followed by Chinese policy actors, resulting in some initial
policy inconsistency.

 When centralized control was re-asserted, the policy mix adopted in the
country comprised of traditional public health measures such as strict
community lockdowns, cross-jurisdictional mobilization of resources and
the firing of poorly performing officials contributed to the country’s
eventual return to effectiveness.

Mei (2020)
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Extent of infection among the population

— Indispensable for understanding the current situation accurately and forming reliable
predictions about the spread of the disease in the future.

Tracing of the movement of people

— Use a vast amount of data on the mobile phones they possess and the sensors
installed across the city

— Make it possible to identify and isolate those who are infected or likely to get
infected more precisely, avoiding full-scale lockdown.

Supplies of personal protective materials such as masks and medical devices
such as ventilators

— Provide valuable information for developing and executing plans to match the
distribution of critical resources with the locations where there are urgent demands.

Combining with other types of data, including geographical and
environmental data

— can contribute to improving decision making by policy makers in tackling the
coronavirus disease.
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Taiwan
— Identification of the location of people in quarantine by GPS
South Korea

— Tracking and tracing of patients and contacted people through the locational data of mobile
phones, surveillance cameras, and credit card uses

Hong Kong
— Monitoring of the locational date of people in home quarantine with wristbands
Singapore
— TraceTogether as a mobile app used for individuals‘ contact recording via Bluetooth in the phone,
SafeEntry as a check-in system to record one's visits to public places such as supermarkets and

restaurants, and a wearable device for contact tracing also distributed to the country's vulnerable
seniors

Israel

— HaMagen app "The Shield" taking location data, identify possible contacts
Effective in tracking and tracing patients and potential contacts in Asia
United States, United Kingdom, European Union

— Considering contact tracing with digital tools

How to make a balance among facilitating innovation, publish health, and privacy in utilizing data for
tackling COVID-19



Artificial Intelligence
Patient treatment

Reduce the burden on doctors 5G Medical

Front-line protection Robots

Industrial Internet

Medical supplies
Artificial Intelligence

Risk assessment Artificial Intelligence

Risk communication Internet

Citizen protection Artificial Intelligence

Isolated normal life Internet

Xu, Chinese Academy of Information and Communications Technology (2020)

hEIZBTH20FFEKTOT—2E

Cloud computing
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Al assisted system

Telemedicine

Disinfection robot  Delivery robot

Big data Material Dispatching Platform
Big data Vaccine development
Big data Case tracking and modeling

Information publishing platform
Big data Public place screening

Various applications to meet basic needs
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* As the virus spread rapidly across China in early February, the ability to
distinguish the suspected cases and people who may have been in close
contact with the confirmed cases was critical for controlling the virus
infection.

* Health code apps for contact tracing were developed in several cities,
such as Hangzhou and Shenzhen, in early February 2020.

* Subsequently adopted nationwide in less than a month.

* Using a smart phone, users simply fill in the required information via the
app.

 The mastermind back-stage algorithms quickly decide whether the user

could “free-pass” or should be “quarantined” by assigning codes of
different colors.

Aeth

Shi, Shi, Wu and Ma (2020)
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Alibaba’s payment system as a platform
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Evaluating individual risk of infection
Alipay and WeChat

Limiting personal movement depending on risk
— Green code: Can move around unrestricted

— Yellow code: Seven-day quarantine

— Red code: Two-week quarantine
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Person’s location and an identifying code number sent to the server
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* Much of the attention focused on trade-off between effectiveness and protection of
privacy with the use of health code apps.
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* Limited understanding of the circumstance in which health code apps originated and
flourished.

* While often assumed that health code might be a product of top-down approach to
smart cities, it was actually the exact oppose.

* First developed by Yuhang District of Hangzhou City, responding to the street-level
officials’ request of a technological tool to relieve their imploding burden of work
and to improve the efficiency of managing the mobility both inter- and intra-district.

* Within days a prototype was developed under the name of “Yuhang Health Code”,
as it was adopted by the District showing good results.

« Recommended to and adopted by Hangzhou City, quickly followed by Zhejiang
Province, changing its name to “Hangzhou Health Code” and “Zhejiang Health
Code”.

Shi, Shi, Wu and Ma (2020)
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* Efficiency

— The code is embedded within the Alipay and WeChat apps.

— Unlike SafeEntry, which opens up a webpage on the mobile device, the health code appears
as a native app on the phone.

— Makes it more convenient to use, because opening a mobile app is much faster than loading
a webpage on the mobile device.

 Complete information both real-time and past

— The health code acts as a de facto digital health ID, reflecting both one's travel history and
real-time location.

— Any risks posed by possible asymptomatic virus carriers can be managed, which is the
government's ex-ante action towards eliminating any potential Covid-19 transmission.

* A high adoption rate, compared to TraceTogether

— The health code now used by more than one billion Chinese among the 1.4 billion population
and covers most cities and many rural areas

— Main tool via which one gains entry to public venues.
— Installed in Alipay and WeChat, the two biggest mobile apps used in China

— Easy to learn and use. With one click, the colored health code can be showed and scanned
automatically, working well with both Android and iOS systems.

Zhu and Wu (2020)
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1. Coordinate

and summarize epidemic
data and report

2. Supply necessities

3. Buy medicine

4. Transport four
focus population
5. Assist in
epidemiological
survey

6. Environmental
disinfection

Zhang, Gao, Wang and Wu, China CDC Weekly (2020)

1. Daily body
temperature

surveillance
2. Supply necessities

3. Buy medicine

4. Transport four
focus population

5. Environmental
disinfection

1. Collect the needs

of residents
2. Daily body

temperature
surveillance

3. Supply necessities
4. Buy medicine

1. Supply daily basic
medical service

2. Supply health
guidance for
self-quarantined
people, and for cured
COVID-19 patients
and people completed
quarantine for another
two weeks

3. Assist in
epidemiological survey
and environmental
disinfection

1. Collect the needs of
residents in their
building/unit

2. Daily body
temperature

surveillance
3. Health education

CDC recommended
building an information
sharing mechanism among
the communities,
community health service
center, and local CDC so
that information on newly
diagnosed COVID-19 cases,
suspected cases, patients
with fever, and close
contacts could be shared
promptly and would help
recognize high risk
populations and decrease
delays for hospitalization
and quarantine.
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Ministry of Industry and Information Technology of the People’s Republic of China
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http://www.miit.gov.cn/n973401/n7674704/index.html
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78 - City's Plan for Permanent Health Codes' Sparks Online Backlash
ezl emoomei m Netizens are concerned that a proposal to evaluate Hangzhou residents based on their medical records and lifestyle choices could jeopardize personal privacy
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CLBRSE aohan and pave the way for discrimination.
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Ye Ruolin
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¥ 2 500 3 ¥4 5 e - ’ Authorities in the eastern Chinese ity of Hangzhou have announced plans to launcha

/\ ll\‘?fﬂl ‘L 25 P .'WQT" ¢ IS P 65% 75% health-tracking QR code for monitoring people’s health status at all times — SUBSCRIBE

regardless of whether there is a public health emergency.
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Accordingto an official announcement reported by local media, the code would be
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Moun t Parke: Map from Lands Department

Status and report date of cases

O  Buildings with cases in the past 14 days

O  Buildings with cases beyond 14 days

Case 2885: M 27
year(s) old
To be

L provided

Case 2884: M 70
year(s) old

HK To be
Resident provided

Case 2883: M 11
year(s) old

HK To be
Resident provided

Case 2882: M 32
year(s) old

HK To be
Resident provided

Case 2881: F 56
year(s) old

HK To be
Resident provided

Case 2880: F 43
year(s) old

28/07/2020
(Confirmed)

Imported case

28/07/2020
(Confirmed)

Epidemiologically
linked with local
case

28/07/2020
(Confirmed)

Local case

28/07/2020
(Confirmed)

Epidemiologically
linked with local
case

28/07/2020
(Confirmed)

Local case

28/07/2020
(Confirmed)
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B South ChinaMorning Post

Politics ~§} |
Hong Kong protesters cast ‘dark day’ PRe"
over city’s innovation sector by N
vandalising smart lamp posts, says

technology chief Nicholas Yang

’
-

)
'

"

About 20 lights damaged during Kowloon Bay protests as
concerns raised over whether cameras linked to mainland
China

Yang slams people who ignored facts and spouted conspiracy 1
theories to cast aspersions on project, which had been ‘clear _,_w
and transparent’ from the start |

Topic | Hong Kong protests

i

Elizabeth Cheung
Published: 9:53pm, 26 Aug, 2019 ¥
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In Hong Kong, the Personal Data (Privacy) Ordinance (PDPO) was introduced in 1995 and took
effect from December 1996 as a comprehensive data protection law, applicable to both the
private and the public sectors.

The Data Protection Principles (DPPs) in PDPO outline how data users should collect, handle and

use personal data.

The Office of the Privacy Commissioner for Personal Data (PCPD) is a statutory body created to

enforce PDPO and would be working on how privacy-friendly approaches can be deployed by

increasing transparency and accountability in data governance.

PDPO has a section about a general prohibition of transfers of personal data to places outside

Hong Kong.

— Has not come into operation since its enactment in 1995, due to some difficulties identified for
businesses, especially small- and medium-sized enterprises (SMEs).

No clear rule in place to regulate cross-border data transfer to outside Hong Kong, including
mainland China, creating a significant degree of ambiguities and concerns in the public.

A robust, trustworthy system for data governance would help Hong Kong establish itself as a data
center hub in the Greater Bay Area

— Properly regulating cross-border data flow while providing adequate protection of privacy and security in
the framework of one country, two systems.
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B SouthChinaMorning Post

Hong Kong / Health & Environment

Coronavirus: Hong Kong to get its
own health code system for travels to
Guangdong, Macau after Covid-19
border restrictions are lifted

A source says the system, meant to certify whether a traveller is
free of the virus, will not contain transfer of any personal data
Authorities in Macau and Zhuhai have had their own health
code systems in place since May 10

Topic | Tourism

Lilian Cheng
Published: 8:00am, 1 Jun, 2020
Why you can trust SCMP

21
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G20 Global Smart Cities Alliance on Technology Governance
Working Group for Policy Framework
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A global effort to advance the responsible and ethical use of smart city technologies

The G20 Global Smart Cities Alliance on Technology Governance unites municipal, regional and national governments,
private-sector partners and cities’ residents around a shared set of principles for the responsible and ethical use of smart city
technologies. The Alliance establishes and advances global policy standards to help accelerate best practices, mitigate
potential risks, and foster greater openness and public trust.

Our institutional partners

* Privacy and transparency
E7 CIN VIR 5 Smarcciey S * Security and resilience
Oz somronYy OB * Openness and interoperability

‘"? i WORLD e 7 gl
G20 caos. ot | sopemses ECONOMIC e § EE = UCLG
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OPEN & AGILE SMART CITIES

AAPULT  EEEEEEE]  wweowesmm | T * Operational and financial sustainability
csen = ® o ces * Equity, inclusion and social & environmental

CitiesToday g i ety I m p act

o P Leading =2 =
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DATA

FOR Register now for the virtual Data for Policy 2020
%?GI.ICY 5th International Conference

15 -17 September

Data for Policy 2020 5th International Conference 15-17th September 2020 | Online

dataforpolicy.org | @dataforpolicy (https://twitter.com/dataforpolicy)
Registration deadline extended: Friday, 4th September 2020

Registration is closing soon for the Data for Policy 5th International Conference — book now to secure a place!

http://dataforpolicy.org/registration/

Moving to an online format for the first time, this year’'s conference continues the multi-disciplinary, cross-sectoral, global

conversation on the theories, applications and implications of data science innovation in governance and the public sector. The
conference provides an unmissable opportunity for networking as leading international scholars, policy makers, international

institutions and private sector organisations from across the world are participating. Data for Policy 2020 truly is a one of a kind,

unmissable event.

Featured participants include:

 Jeffrey Schlagenhauf, Deputy Secretary General of the Organisation for Economic Co-operation and Development

(OECD)

e Sir Peter Gluckmann, Former Chief Scientific Advisor, New Zealand

e Zuena Aziz, Chief Co-ordinator for Sustainable Development Goals Affairs in the Prime Minister's Office, Bangladesh

e Samia Melhem, Global Lead on Digital Capabilities, Digital Development Practice, World Bank

e Masaru Yarime, Associate Professor, Hong Kong University of Science and Technology, Hong Kong; UCL STEaPP, UK;

and The University of Tokyo, Japan.

s Torbjorn Fredriksson, Head of ICT Analysis Section of the Division on Technology and Logistics, UN Conference on

Trade and Development (UNCTAD)
* Barbara Ubaldi, Head of Reform of the Public Sector Division, OECD
* Stefaan Verhulst, Co-Founder of the Government Laboratory (GovLab), New York University
e Christoph Liitge, Professor, Institute of Ethics and Al, ITM, Munich
e Helen Margetts, Director of the Oxford Internet Institute, University of Oxford; The Alan Turing Institute
e C. Leigh Anderson, Marc Lindenberg Professor for Humanitarian Action, International Development, and Global

Citizenship, University of Washington

24



¢ Professor David Hand, Imperial College
* Professor Alessandro Vespignani, Northeastern University

e Professor Yi Zeng, Beijing Academy
Special sessions include:

e "Data Governance in the Public Interest" — comprising individual presentations and a Special Panel “Brave New
Worlds? Ethics in Theery and Practice in Public Data Provision” — organised by LSE and the Ada Lovelace Institute

s "Data, analytics and digital transformation in the private sector" — a panel discussion organised by the UCL School of
Management

¢ "‘For good measure’: The challenges of quantifying complex preblems for policymaking™ - individual presentations
and a special session on “The co-production of value from data by users and producers” — organised by Leiden University

e "Data Quality and Development Policy" - individual presentations — organised by the University of Washington

e "Data Governance for Innovation for Sustainable Smart Cities: Opportunities and Challenges in Public Policy and
Institutional Design" - two sessions of individual presentations — organised by the Hong Kong University of Science and
Technology

¢ "Oppertunities and Challenges for Data-Driven Research in Response to the COVID-19 Crisis" - presentations and
discussion - organised by the Alan Turing Institute

e "Data technologies and governance frameworks used for gathering, storing, managing, processing, analyzing and
sharing data in the public administrations" — individual presentations — organised by Lisbon Council and the GovLab,
NYU

Organisations represented include:

Aapti Institute, India | Bill and Melinda Gates Foundation | Monash University, Australia | The Center for Economic Research and
Teaching, Mexico | Department for Digital, Culture, Media and Sport, UK | Hong Kong University of Science and

Technology | Information and Training Outreach Centre for Africa | International Digital Accountability Council, USA | Qatar
Computing Research Institute | Simon Fraser University, Canada | The Chinese University of Hong Kong | The Hebrew University
of Jerusalem | United Nations University Institute in Macau | University College Dublin | Unicamp, Brazil | The Alan Turing
Institute, UK | University of Oxford | University of the Aegean | University of Tokyo | World Wide Web Foundation, Indonesia | UK
Statistics Authority | Ministry of Justice, UK | Sharif Governance Think Tank, Iran | Max Planck Institute for Intelligent Systems,
Germany | Leiden University, Netherlands | Lapin Limited, Jersey | KIMEP University, Kazakhstan | National Institute for
Economic and Social Research, UK | Ada Lovelace Institute, UK | Future of Privacy Forum, USA | University of Cambridge |

European Commission | Office for National Statistics, UK | Quinten, France
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Data Governance for Innovation for Sustainable Smart Cities: Opportunities and Challenges in
Public Policy and Institutional Design

Chair: Masaru Yarime, Hong Kong University of Science and Technology, Hong Kong; UCL STEaPP, UK; and The University of Tokyo, Japan.

Smart cities are expected to play a crucial role in tackling many issues concerning sustainability, ranging from reducing air pollution and increasing energy efficiency to mitigating traffic
congestion and maintaining resilience to accidents and natural disasters. Data-driven innovation, including the Internet of Things (loT), blockchain, and artificial intelligence (Al), has
significant potential to address these multifaceted, interdependent issues. Vast amounts of various kinds of data are increasingly available from a variety of sources through sophisticated
equipment and devices installed in buildings. automobiles, and infrastructure across cities.

Effective collection, sharing. and use of data through cooperation and collaboration among stakeholders would be critical for facilitating innovation for smart cities. While open data
access and management can contribute to creating innovation, however., there are many challenges that we need to address in promoting societal benefits. There are technical issues
related to data, such as metadata tagging. quality control, cleaning and error elimination, and interoperability between various standards, which must be addressed to support data
sharing. Stakeholders might have different interests and motivations and would not necessarily be willing to disclose or exchange data with each other. A balance needs to be considered
between open and proprietary data.

Serious concerns are also raised about collecting, sharing. and using sensitive data, particularly personal data, in terms of safety. security, and privacy. A variety of ideas are proposed for
institutional arrangements for data governance in smart cities. There are debates about who should be in charge of governing data in the public or private sector. Another possibility
would be to establish a data trust as an independent institution to make decisions about who has access to data under what conditions, how that data is used and shared for what
purposes, and who can benefit from it.

Data-driven innovation poses a particularly difficult challenge to policymaking. The speed of technological change is rapid and the path of its evolution would not be entirely predictable
or explainable, which would produce a widening gap between technological change and institutional readiness. Also, various sectors, such as energy, housing, and transportation, which
were not always interconnected, are increasingly integrated through data in smart cities as cyber-physical systems. Hence institutional arrangements for data governance need to
incorporate the ability to learn from real-world use and experience and the capability to improve the performance through adaptation.

A key question is what kinds of data governance systems would be appropriate to maximize the potential of innovation while minimizing risks to individuals and communities. In-depth
research is required to investigate how institutional arrangements for data governance influence the collection, management, and use of data in smart cities and what impacts would be
made on facilitating data-driven innovation while addressing societal concerns.

This session aims to present and share theoretical as well as empirical research findings that examine the current situations concerning the collection, sharing, and use of data in the
context of smart cities and the effects of organizational and institutional arrangements for data governance on innovative efforts in the public and private sectors.

Possible questions we would discuss in this session include:

¢ What kinds of data are collected in smart cities?

¢ Who owns and has access to the data?

s For what purposes are the collected data used?

¢ How are the data managed by whom?

¢ Whatincentives are provided to encourage data sharing?

* Whatkinds of platforms are established to manage the data collected?
* Whatimpacts are made on stimulating innovation?

* What kinds of policies and institutional arrangements are implemented to address concerns about safety, security, and privacy?

Case studies in different countries and regions are particularly welcome to understand the mechanisms and processes that promote collaboration on data, which reflect the structure of
motivations and incentives that would be specific to local contexts and conditions. Various types of data governance would be addressed, including government-led, industry-led, and
public-private partnership approaches. Based on theoretical and empirical research on data governance, implications for public policy and institutional design will be discussed to
facilitate data-driven innovation through open data while addressing societal concerns about safety, security, and privacy in sustainable smart cities.

Submissions are made via Data for Policy website.

Please send enquiries to the session chair, Masaru Yarime (yarime@usthk).
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